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1. Introduction
The SNAP Sniﬀer provides developers more insight into how their SNAP network works and aids in the
debugging of SNAPpy scripts. Speciﬁcally the SNAP Sniﬀer shows detailed information about packets being sent
by the nodes in a SNAP network.
The SNAP Sniﬀer comprises two parts: the GUI, which displays packets; and a special ﬁrmware image for a SNAP
node, which sends received packets to the GUI.

2. Installation
The ﬁles needed to run the SNAP Sniﬀer are included with Portal (starting with version 2.2.23). By default the
SNAP Sniﬀer is selected to be installed:

Once installed the SNAP Sniﬀer can be started from the Start Menu on Windows:

On OS X, the Sniﬀer and Portal are available from the /Applications/Synapse directory. On Linux, use the
SnapSniﬀer application in the /usr/lib/portal directory.
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Also the SNAP Sniﬀer can be started from the Network menu within Portal:

Before starting the SNAP Sniﬀer, you will need to convert one of your SNAP nodes to a sniﬀer node. This node
must be directly connected to the PC’s serial or USB port while sniﬃng. Portal can be used to load the special
“SNAP Sniﬀer” ﬁrmware image onto the node.
Portal includes a collection of current Synapse Firmware Image (.SFI) ﬁles in its installation. These ﬁrmware
images allow you to refresh or upgrade the ﬁrmware in your network nodes, or to load the SNAP Sniﬀer image
on to a node. The process for loading the .SFI onto a node is the same as upgrading the ﬁrmware on any SNAP
node. Please see the “SNAP Reference Manual” or “Portal Users Guide” for detailed instructions on this process.
The only SNAP node that needs to be running the Sniﬀer ﬁrmware image is the node directly connected to the
PC that is running the SNAP Sniﬀer GUI.
While hardware variations between nodes often require diﬀerent ﬁrmware ﬁles for running SNAP (e.g., the
RF220UF1 requires diﬀerent ﬁrmware than the RF220SU module), the Sniﬀer ﬁrmware is more generalized.
Firmware for the ATmega128RFA1 is appropriate for any SNAP node based on this hardware, including all the
RF200, RF220, RF266, SM200, SM220, SNAPstick 200, and SNAPstick 220 modules. (The RF200 Sniﬀer ﬁrmware
delivered with Portal is actually just a copy of the ATmega128RFA1 ﬁrmware.)
NOTE: The SNAP Sniﬀer works regardless of what encryption is present. It detects traﬃc, which doesn’t aﬀect
encryption. If you’re working with encrypted nodes no special SNAP Sniﬀer settings are needed.
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Once a SNAP sniﬀer device has been found 1 it will indicate which port the device is located on:

Click the “Connect” button if the correct sniﬀer was found, or the “Port” drop down can be used to select the
correct COM port.
Now that the GUI is connected it is possible to start receiving packets from a channel. For example, to see the
SNAP packets being sent on channel 13, type 13 in the channel box and press the
button. As packets are
received they are displayed in the grid below the toolbar:

In this example, Portal was started which caused us to send a “broadcast ping” and discover the other nodes in
this network.
The grid contains the following pieces of information per packet:
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On Linux, connecting a Sniﬀer node requires the same permissions adjustments necessary for connecting a SNAP node.
See the readme ﬁle delivered with the Linux Portal application for more information.
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4. Important Notes
Currently when the SNAP Sniﬀer encounters a packet it cannot decode, including a packet that is encrypted
when the Sniﬀer is not conﬁgured to use the same encryption and encryption key, the GUI will include the
packet in the list but will not be able to reliably display the Type or Info. If the Sniﬀer is conﬁgured to use
encryption (either AES or Basic), it will decrypt encrypted packets and display them, marked with an asterisk in
the Type column, and will continue to display unencrypted radio traﬃc without the asterisk.
Additionally, if a packet is not a valid SNAP packet it will not be decoded by the GUI.
A SNAP Sniﬀer node cannot be used for any function other than capturing received packets to the SNAP Sniﬀer
GUI. This prevents the SNAP Sniﬀer node from acting as a repeater or bridge. However, it is possible to reload
the regular SNAP ﬁrmware on the node using Portal. Once the regular SNAP ﬁrmware is reloaded on the node, it
can resume running SNAPpy scripts, etc.
It is also important to note that the sniﬀer can only show packets that occurred within its wireless reception
range. If you have a large (mutli-hop) network, there may be remote communications taking place that the SNAP
sniﬀer cannot “hear”.
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